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SURVIVING THE DIGITAL
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YOUR PRIVACY IS A CLOUD
OF DATA SCATTERED ON
SERVERS THAT ARE BEYOND

THREAT LEVEL

DIGITAL PROFILE IS
REGULARLY BOUGHT AND
SOLD WITHOUT YOUR PER-
MISSION. GOVERNMENTS
CAN TRACK YOU BY GPS
WITHOUT A WARRANT. SURE,
IT'S ALL PART OF LIFE IN
THE DIGITAL AGE. BUT
IT'S OKAY TO BE ANNOYED
ABOUT THE EXTENT OF IT.
AND IT'S DEFINITELY OKAY
TO FIGHT BACK.

IRRITATING
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| VICTIMS: ANYONE WHO USES TECHNOLOGY
| DAMAGE: A SLOW BUT MANAGEABLE LEAK
OF PERSONAL INFORMATION, BEHAVIOUR
i AND GEOGRAPHIC LOCATION
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PUBLIC CAMERAS
Legally, public spaces are fair game for taking photographs.
But these days the sheer number and sophistication of
public cameras is creating an environment of constant sur-
veillance - especially in cities. A 2006 survey by the New
York Civil Liberties Union (NYCLU) found more than 4 000
cameras in Lower Manhattan alone. “Since then, the number
has grown exponentially,” NYCLU spokeswoman Jennifer
Carnig says. “There are now too many to count.” Add to that
Google’s roving Street View cars, which routinely capture
images of houses and pedestrians (sometimes in compro-
mising states), and a growing number of licence-plate-reading
cameras installed at tollbooths, in police cars and at inter-
sections, which law enforcement uses to run checks on
unsuspecting drivers each day. “We’re now seeing proposals
in states to allow police to upload, record and build (car-
tracking) databases,” says Peter Eckersley, a staff technologist
at the Electronic Frontier Foundation.

FIGHT BACK There’s really nothing you can do about the
proliferation of public cameras, but red-light cameras are
another story. Many radar detectors now come loaded with
databases of known locations. And if you don’t want your
house (or anything else personal) on Google Street View, load
the offending image and click the Report a Problem link on
the bottom left corner. It will bring up removal instructions.

L prop styling by Shawn Patrick Anderson,

Wayne Sﬁl.';;h(’ﬂﬁ

BY GLENN DERENE AND SETH PORGES
PICTURES BY PHILIP TOLEDANO

grooming by Patricia Igle

POPULARMECHANICS.CO.ZA »« MARCH 2011




| TECH ]

LOCATION-BASED SERVICES

By using a phone’s GPS chip to broadcast your location -
and by making it easy to find friends who have done the
same — “geosocial” networking services such as Foursquare,
Facebook Places and Gowalla are transforming the way
people interact in the real world. And whereas a log of
your movements is gold to marketers, broadcasting this
information can potentially have more dangerous
consequences (see “Location-Based Creeps”). Security
researchers have shown that it’s possible to hijack info
from geosocial services that was meant to be shared
only with friends, and many users don’t bother with
privacy controls at all. “It amazes me that people post
their phone number and location,” says Kevin Haley,
director of Symantec Security Response. “You're giving
access to yourself to anyone in the world.”

FIGHT BACK Uselocation-based services to post
where you've been, not where you are. “The present tense
makes you vulnerable,” says Efstratios Gavas, a computer
scientist at the Polytechnic Institute of New York
University. Set the privacy settings in Facebook Places

to block other people from posting your location. And be
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LOCATION-

wary of linking your
Foursquare account to
Facebook or Twitter —
that will reveal your
location to the world.

SUPERCOOKIES
Web cookies aren’t all
bad - they allow online
merchants to store items
in virtual shopping carts,
and keep you logged in to
Web-based e-mail services
- but they can also be

used by marketers to log
BASED your online activity.
CREEPS “Some cookies can track

Social-media expert
Carri Bugbee was at

you across multiple sites,”
says Samy Kambkar, a Los

a restaurant with Angeles-based program-
friends when two mer. The conventional
strangers called to best practice has always
threaten her after been to turn off third-
pulling Bugbee’s party cookies in your
location from the browser's privacy settings
geosocial network- — this keeps outside

ing service advertisers from tracking
Foursquare. you, yet still allows web-
“They were trying to sites to work properly.
scare me,” she says, Lately, however, a new
“and it worked.” privacy threat has gained
Fortunately, the attention. Cookies are
harassment lasted also stored by Adobe’s
just one night. ubiquitous Flash soft-

ware, which has its own
separate privacy settings.
The scary part: blocking

cookies in most browsers has no effect on Flash cookies,
and savvy marketers have exploited this loophole to
open up a whole new avenue of tracking, even using
Flash cookies to reinstall deleted browser cookies. In an
effort to draw attention to the issue, Kamkar has creat-
ed an “evercookie” that constantly repopulates itself,
even across browsers, every time you try to delete it. “T
think people need to understand every possible location
that cookies can be stored,” Kamkar says, “then under-
stand how to prevent them.”

FIGHT BACK To control Flash cookies, right-click on
any Web-based Flash content (such as a YouTube video),
and select Glohal Settings to bring up the Adobe Settings
Manager. To clear the cookies, go to the Website Storage
Settings panel.

SOCIAL-NETWORK DATA MINING

Although social networking sites are designed to help
users share information with friends and family, it can
be just as easy for unwelcome visitors to eavesdrop.
Facebook has come under fire for allowing third-party
app developers to collect and sell information about
users. Last year, a company called Rapleaf was exposed
for using Facebook data to create and sell profiles on
individual users. But the concerns are hardly limited to
one service. A 2009 survey of 45 social networking sites
by the University of Cambridge found that privacy poli-
cies were routinely difficult to understand, and there
were no industry standards for privacy protection.
(Google and Facebook have since revised their policies
to address this concern.) Yet experts we spoke to say
that these sites pay lip service to privacy, but routinely
compromise the data of their users through neglect or
for profit. “Google, Facebook, Myspace and others have
gone beyond connecting people — they're exposing
them,” says Babak Pasdar of the security firm Bat Blue.
FIGHT BACK Bewary of what you post on social net-
working sites. “Don’t put your age and household info out
there — these are key building blocks of a profile,” says
Michael Fertik, CEO of ReputationDefender. It's worth
the effort to dive deep into the privacy controls of your
social networking sites — the default settings are a free-
for-all — and delete Facebook apps you don’t use anymore.
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AP/Wide World Photos

THREAT LEVEL

INFURIATING

VICTIMS: FREQUENT FLIERS, BIG-BUSINESS
CUSTOMERS, MOBILE WEB SURFERS
DAMAGE: DEEPLY PERSONAL AND POTENTIALLY

FINANCIAL, YET ULTIMATELY REPAIRABLE
WHOLE-BODY SCANNERS
Now in use in more than 65 US airports, whole-body imagers use either
millimetre-wave or backscatter X-ray technology to see weapons that
might be hidden beneath clothing. The uproar over these machines peaked
last holiday travel season as millions of travellers were exposed to the
scanners for the first time. Hundreds of travellers logged complaints with
the US Transportation Security Administration, and the Electronic Privacy
Information Centre (EPIC) filed a lawsuit against the country's
Department of Homeland Security to suspend deployment of these scan-
ners in airports. Some privacy advocates claim the machines may even run
afoul of child pornography laws.

FIGHT BACK You have the right to opt out of a body scan, but if you do,
be prepared for an “enhanced” pat-down that, to some, may be even more
intrusive. Until the law changes, expect a lot of travellers to drive or take the
train whenever possible.

occurred.
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LITTLE DRIVE, BIG BREACH

During testimony in 2006, former US Secretary of Veterans
Affairs Jim Nicholson showed a hard drive similar to one lost
when a Veterans Affairs analyst’s laptop had been stolen that
May. The laptop and drive contained personal data, including
social security numbers, for more than 26 million veterans.
Luckily, the laptop was recovered before much damage

STOLEN DATABASES
According to US-based Privacy Rights
Clearinghouse (PRC), the 2 000-plus
major data breaches made public
since 2005 have exposed more than
500 million customer records to
potential cybercriminals. (The total
number of affected individuals is dif-
ficult to determine, since many people
may have been victims of more than
one breach.) Customer database
breaches can occur for any number
of reasons, from a sophisticated
attack on a credit card company’s
server, to a laptop lost by a health
insurance employee. In other words:
your privacy may be threatened by
somebody else’s ineptitude.

FIGHT BACK These breaches are
often out of your control, but you can
still minimise the damage. If your
data has been compromised, report
the incident to a credit rating agency
as well as your bank and any creditors
that may be affected. This won't offer
any guarantees against liability,
though.

CELLPHONE HACKING
Most security experts agree that the
next big wave of cyberthreats will be
aimed at mobile phones, which have
the double vulnerability of being
location-aware and storing plenty of
personal data. Security researchers
have made a sport of finding poten-
tial security holes in Apple’s i0S and
Google’s Android mobile operating
systems, and there are already
numerous apps that can track a
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phone’s physical location or, as is the case with the M-Spy
and IP Webcam apps, remotely turn on an Android phone’s
microphone or built-in video camera. “With the expanding
use of mobile phones, we're only seeing the beginning of the
types of privacy breaches possible,” says Symantec’s Haley.
FIGHT BACK Ifyou'reusing Android or ajailbroken
iPhone, treat app downloads like e-mail attachments from
strangers and limit yourself to apps from developers you
trust. If you think your phone may have been compromised,
a factory reset (usually found in a smartphone’s general or
privacy settings) will wipe away any malware.

WI-FI HIJACKING

Public Wi-Fi hotspots are often set up with no security pre-
cisely so anybody can log on. But this convenience comes at
a price: open networks make it easy for hackers to perform a

trick called session hijacking, wherein one user on a network
grabs a browser session from another user after he’s logged
into a supposedly secure site, such as a social network, an
online bank or a store. The attacker then has complete
access to the victim’s account, and can change the password
to lock the victim out. Recently, a programmer who goes by
the name of Codebutler released a Firefox plug-in called
Firesheep, which makes it possible to pull a session hijack
with just a single click.

FIGHT BACK Think twice about what you do when logged
on to a public hotspot — a determined hacker can intercept
anything you send. And only use networks you trust. Even if
one has a legit-sounding name, it could still be a trap. “You
may think you're signing up for the coffee shop's Wi-Fi when a
hacker has actually set up his own,” says Kevin Haley, director
of Symantec Security Response.

THREAT LEVEL

DEVASTATING

VICTIMS: HARASSED EX-SPOUSES, GOVERNMENT
SUSPECTS, RANDOM TARGETS, FUTURE HOMEOWNERS
DAMAGE: PSYCHOLOGICAL AND PHYSICAL THREATS,

OPPRESSIVE ORWELLIAN INTRUSION

GPS CAR TRACKING

Low-cost GPS devices for tracking kids or pets may be marketed for innocent
purposes, but they can also be used to sinister effect. Last November, an
American woman found one of these devices attached to her car after her
estranged husband had started randomly showing up at places she went. It is
illegal for US citizens to secretly track each other via GPS, but the law is not
so clear when it comes to the government, And sometimes the law-enforcement
GPS dragnet is cast uncomfortably wide (see “Feds in my undercarriage”).
Last summer, the US Court of Appeals for the Ninth Circuit ruled that law-
enforcement agencies had the right to attach GPS trackers to a vehicle with-

out a warrant — even in the owner’s driveway.
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FIGHT BACK Ifyou have reason to
believe someone is tracking your vehicle,
take it to a mechanic for a look-see —
most found trackers pop up during
routine inspections. The best place to
look: under the cav, near the rear
wheels.

INTERNET TROLLS

Allison Stokke wasn't looking for
Internet fame, but it sure found her.
In May 2007, a picture of the high-
school pole-vaulter from Newport
Beach, California, was posted on a
track-and-field enthusiast site.
Although there was nothing unusual
about the photo, the image of the
pretty athlete inexplicably went viral.
Within weeks, she was dealing with
unofficial fan pages, fake Facebook
profiles and a deluge of lewd messages
and phone calls. These days, the
Internet can turn almost anybody
into an object of mass obsession,
often for no real reason. One centre
of gravity for those obsessions is the
anarchic anonymous Internet posting
site 4chan.org. Started in 2003 by a
15-year old from New York City, it
has morphed into an expression of
pure Internet mayhem — an endless
stream of geek slang, pornographic
pictures and juvenile jokes that can
motivate its users (known derisively
as trolls) to gang up on almost any-
one. Targets have ranged from the
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