=

Advanced Corprorate Solulions

= "Debugging" Specialists | www.acsolutions.co.za

Cellebrite

Project Tree ~ 0 " Infected Files % I Welcome X | Extraction Summary X | X
%3 @ T
¥ | J @ [ Table Search Q | Advanced

{2} Time Line (260) - = IR - === Rt
-- Watch Lists (0) Malware Information Path
a Malware Scanner () Android.Trojan.LDroidDream.A | /Root/app/com.magic.spiral-1.apk

= X ! I-1.apk (Android. T DroidC

Al commagicspiral-1.apk (Androi rojan.Erot Android.Exploit RATC.A /Root/app/com.z4mod.z4root-Lapk

-4 com.z4mod.z4root-1.apk (Android. Exploit.RAT( ) N N _ .

it data@app@commagic.spiral-1apk@classes.ds Android.Trojan.DroidDream.A | /Root/dalvik-cache/data@app@com.magicspiral-l.apk@dasses.dex

’( data@app@com.zdmod.zdroot-1.apk@classes. Android.Exploit RATC.A /Root/dalvik-cache/data@app@com.zdmod zdroot-L.apk@classes.dex

’t DownloadProvidersManager.apk (Android. Troj: Android.Trojan.DroidDream.A | /Root/data/com.magic.spiral/files/DownloadProvidersManager.apk

-4f profile (Exploit.Android.Lotoor.B) Exploit Android.Lotoor.B /Root/data/com.magic.spiral/files/profile

- psneuter (Android.Exploit. PSN.A) Android.Exploit PSN.A /Root/local/tmp/psneuter

i rageagainstthecage (Android Exploit RATCA) Android.Exploit RATC.A /Root/data/com.magic.spiral/files/rageagainstthecage

-4 system@app@DownloadProvidersManager.aph

. ?‘ .sy. .. .Flp g P‘ ‘ Android.Trojan.DroidDream.A | /Root/dalvik-cache/system@app@DownloadProvidersManager.apk@class...

Fifteen million mobile devices are infected with malware, and most
of those run Android, according to a new report by Alcatel-Lucent's

Kindsight Security Labs.

Researchers found that "increasingly applications are spying on device owners, stealing their
personal information and pirating their data minutes, causing bill shock." Mobile spyware, in
particular, is on the rise. Four of the 10 top threats are spyware, including SMSTracker, which allows
the attacker to remotely track and monitor all calls, SMS/MMS messages, GPS locations, and
browser histories of an Android device.

Mobile infections increased by 17 percent in the first half of 2014,
raising the overall infection rate to 0.65 percent.

About sixty percent of the infected devices are Android smartphones. About 40 percent are
Windows PCs connecting through mobile networks. Windows Mobile, iPhones, Blackberrys, and

Symbian devices combine for less than 1 percent.The good news for Android users, according to the
report, is that "the quality and sophistication of most Android malware is still a long way behind the
more mature Windows PC varieties. The command-and-control mechanisms (C&C) are primitive and
often don’t work. Configurations are hard coded and inflexible. The malware makes no serious effort
to conceal itself, and attack vectors are limited to hoping someone installs the infected app.



